
HIKMAT
SYSTEM & NETWORK ADMINISTRATOR
System & Network Admin with on-site enterprise
experience (AZERTAC). Cisco R&S, Palo Alto; Windows
Server/AD & Linux; Proxmox/VMware. Implemented
OpenVPN remote access and open-source stack
(UVDesk, Zabbix, Wazuh, Nextcloud).

EDUCATION
STEP IT ACADEMY AZERBAIJAN

Networks & Cybersecurity Program

AZERBAIJAN TECHNICAL UNIVERSITY

Undergraduate, Organization and
Management of Industry

On-site campus support: lab PCs and peripherals, software
deployment, small network fixes. User onboarding and
troubleshooting.

EXPERIENCE

Execute approved changes on Cisco R&S and Palo Alto.
Administer accounts and endpoints; L1/L2 support for
newsroom offices. Monitor systems and resolve incidents
using open-source tools.

Administered Cisco R&S and Palo Alto. Maintained
Proxmox/VMware L1 virtualization, Dell EMC Isilon NAS and
Hikvision NVR. Deployed UVDesk helpdesk, OpenVPN
access, Zabbix monitoring, Wazuh SIEM and Nextcloud.
Help desk and endpoint rollout. Standardized Windows 10
image via Sysprep; prepared user devices; resolved
hardware/software issues.

AZERTAC NEWS AGENCY
INFORMATION TECHNOLOGY STAFF

STEP IT ACADEMY AZERBAIJAN
INFORMATION TECHNOLOGY SPECIALIST

AZERTAC NEWS AGENCY
INFORMATION TECHNOLOGY STAFF

May 2024 – Present

Oct 2022 – May 2024

Jun 2021 – Oct 2022

SKILLS & CERTIFICATIONS
Cisco Routing & Switching — CCNA 1–4Cisco Routing & Switching — CCNA 1–4

CONTACT
hikmet2000.hg@gmail.com

+994 55 438 76 47

linkedin.com/in/hmoff1711

ABOUT MEABOUT ME
Networking + systems admin focused onNetworking + systems admin focused on

reliable, documented setups. Deliveredreliable, documented setups. Delivered

OpenVPN for remote access, ZabbixOpenVPN for remote access, Zabbix

monitoring and Wazuh SIEM; comfortable withmonitoring and Wazuh SIEM; comfortable with

Windows Server/AD, Linux and virtualization.Windows Server/AD, Linux and virtualization.

(2018 – 2021)

 (2018 – 2022)

MAHAMMADOV

Network Security — CCNA SecurityNetwork Security — CCNA Security

LinuxLinux    Admin — NDG Linux EssentialsAdmin — NDG Linux Essentials

Palo Alto FirewallsPalo Alto Firewalls

Windows Server, AD, GPOWindows Server, AD, GPO

Virtualization: Proxmox & VMware ESXiVirtualization: Proxmox & VMware ESXi

VPN: OpenVPN Remote AccessVPN: OpenVPN Remote Access


